Abstract
Introduction
With the rapid development of computer and the Internet technology, the threat of computer viruses is becoming more and more serious. Traditional signature-based anti-virus software needs updating the virus database regularly, and the virus detection relying on the known virus database is a passive protection technology without the capacity of detecting the new unknown virus, the virus deformation, and packed virus [1, 2, 3] . PE (Portable executable) file format is a standard Windows executable file format, which plays a very important role in the Windows operating system. PE files are widely used in Win32 executable programs including EXE, DLL, OCX, SYS, SCR and so on. PE viruses are designed in the way making use of the characteristics of PE file structure, and are portable on different hardware platforms, which is a serious security threat to the Windows operating system [14, 15, 16, 17] .
For unknown Windows PE virus detection, researchers have presented a lot of methods in the literature. Schultz [1] proposed a detection virus method based on API(Application Programming Interface) calling sequence. An API calling sequence was obtained by the static analysis of the PE program, and then it was taken as a feature vector of the sample program, by using data mining method for unknown virus detection. However, it takes too much time for computation. Moreover, it's not easy to use in practice. Zhang [2, 3] proposed an immunity-based method for detection of unknown windows virus by utilizing self-relocation module to generate antibodies. The method has a relatively high detection rate for unknown PE virus, but it cannot detect packed PE virus. Reddy [4] presented a virus detection method based on n-gram computer, which combines several classifiers using Dempster Shafer theory for better classification accuracy. But the training time is too much to apply to the antivirus applications. Bo-yun [5 ] proposed a method based on Bayesian theory method for unknown computer virus detection, which used the difference between the normal programs and suspicious programs to recognize unknown viruses. Shuo [6] proposed a method based on support vector machines approach for unknown virus detection.
The methods mentioned above are intelligent, but there are two major problems in them. Firstly, masses of malicious and benign codes as training data set are difficult to collect. Secondly, it would consume a lot of time to train the classifiers, and so the efficiency of the detection of unknown virus is dissatisfactory and difficult to use in practice.
Software watermarking [7, 8, 9, 10, 12] is a technique of embedding a unique secret message into a piece of software in order to protect intellectual property. It can be used to identify its author, publisher, owner, user, and so on. Software watermarking carries copyright protection and authentication information, which can identify the illegal copy and software piracy. With respect to image, audio, video, text and other media watermarking, software watermarking has even more practical significance and application value. Software watermarking has become a new research area, which has been paid more and more attention to by industry.
At present, software-watermarking technology has been used in copyright protection, information hiding and other fields. Many achievements have been obtained in software watermarking research. Xue-feng [11] proposed a method for preventing virus by adding watermark to digital audio information .The approach takes active tampering to destroy the malicious code which is hidden in the audio file by adding the watermarking to the suspicious codes of the audio data file. The major feature of fragile watermarking software is very sensitive to changes. In addition, any change in the program will result in the failure of the original software. The implementation of the method is relatively simple, and its overhead is less.
Existing theories and experiments have shown that researches in software watermarking are focus on enhancing the capacity of the watermark, robustness, effectiveness and so on. The researches on fragile software watermarking are limited in the fields of authentication and tamper. Fragile software watermarking has not been applied to virus detection yet, especially in unknown PE virus detection. After analyzing the logical structure of Windows PE file and PE virus, we come up with a novel PE virus detection method that embeds the fragile software watermarking in PE file for PE virus detection. Experimental results show that the approach has a higher detection rate for unknown PE viruses, and it can detect directly the packed PE virus as well. The approach can effectively overcome the problem in current anti-virus software to identify the new and unknown PE virus efficiently. This method changes from passive virus protection to positive one, which can greatly improve the security of the system.
PE file and PE virus
PE (Portable Executable) file [13] is an important executable file format of Windows operating system . ALL win32 executable (except VxDs and 16-bit DLLs) are PE file format. Files of 32bit DLLs, COM files, OCX controls, Control Panel Applets (CPL files) and NET executables are all PE format. The portability of PE file format means that the file format can be used on all Win32 platforms, and PE loader can recognize and use the file format in all win32 platforms. PE viruses take advantages of the PE file format to spread themselves among different Win32 platforms. The data structure of PE file in memory is consistent with that on disk. PE file uses a flat address space in which all code and data are merged into a large structure. PE loader maps the disk file to the virtual address space by the mechanism of mapping file to the memory. All of the data structures that we will discuss below are defined in WINNT.H.
Structure of PE file
A PE file is composed of DOS Header, DOS (Disk Operating System) Stub, PE Header, and Section table, Section [13, 14] . Each component is linked through the pointers. Figure 1 shows the PE file structure. Figure 1 . PE file structure scheme PE file begins with the traditional DOS header, called an IMAGE_DOS_HEADER. Two important members are e_magic and e_lfanew. The e_lfanew field contains the file offset of the PE header. The e_magic field needs to be set to the value 0x5A4D. DOS Stub is actually an effective execute body, which is used for displaying a error message, "This program cannot be run in DOS mode", if the operating system can't identify the PE on execution time.
The IMAGE_NT_HEADERS structure is the primary location where specifications of the PE file are stored. Its offset is given by the e_lfanew field in the IMAGE_DOS_HEADER at the beginning of the file. An IMAGE_NT_HEADER includes three fields: Signature, File Header, and Optional Header. In a valid PE file, the Signature field is set to the value 0x00004550, which in ASCII is "PE00". File Header and Optional Header contain the physical and logical information that PE files needs when it is loaded into memory. The IMAGE_FILE_HEADER has the information of the file, such as creating time and machine type. The IMAGE_OPTIONAL_HEADER has the information of functions used in the file and at the start-address of the file in memory, and the information is managed by IMAGE_DATA_DIRECTORY.
Immediately following the IMAGE_NT_HEADERS is the section table. The section table is an array of IMAGE_SECTION_HEADERs structures. An IMAGE_SECTION_HEADER provides information about its associated section. Each member contains lots of information about corresponding section, such as attributes, file offset, virtual offset, etc.
The sections are places where the data is stored. A section is the basic unit of code or data within a PE file. All code can be combined within a single section. The size of each section in the file is a multiple of FileAlignment, which is in IMAGE_OPTIONAL_HEADER. Program code, initialized data, resource, import function, export function, the debugging information and other data are stored in different section in accordance with their respective characteristics.
PE virus
PE virus is a computer virus that can infect PE format file in Windows operating system. Most of PE viruses are written with Win32 assembly language. PE virus has no data section. Variables and data are all put in code section. Several key technologies of Win32 virus as following:
Virus address relocation
In the normal program, the positions of variables in the memory are well calculated when compiled. The programmers do not need to relocate them. The variables are directly used by their names. However, for the virus programs, the locations of virus variables vary with the infected host programs. Different positions of the virus variables are the result of their attachment to different host programs when loaded in the memory with the host programs. Since these variables or constants do not have fixed addresses, the virus must rely on itself to relocate these addresses to normally access to the relevant resources when executed in the memory. Therefore, the Windows PE virus must have an 
Searching target files
PE viruses need to search target files continuously to spread themselves. Therefore, the PE viruses need a target files searching module. In the Win32 assembly, file-searching function is generally achieved through the Find First File, Find Next File API functions.
Mapping files to the memory
Memory-mapping file provides a group of independent functions. The applications can directly read and write the file in disk by the pointers, instead of using normal I/O functions. Memory-mapping file typically improves I/O performance because it does not require copying data between buffers. The data in the file can be operated directly in the memory, thus, PE virus can quickly infect the target files, which can greatly improve the access speed, reduce the system resources occupied by the virus.
The general process of virus infection
The most usual way to infect target files for the PE virus is to add a new section, and add the virus codes and the virus returning codes to host program in the new section. While adding a new section to the target file, the virus must modify the start codes in the place of address of Entry Point so as to firstly execute the virus code. Therefore, the Windows PE virus generally has the module of adding new section to infected files.
Returning to the host program
In order to improve their viability, the virus should not destroy the host program. Therefore, when infecting the target files, the virus should preserve the original value of Address of Entry Point. After the execution, the virus should jump back to the original value of Address of Entry Point and hand over control to the target files.
A PE virus detection scheme using fragile software watermarking technique
Fragile watermarking software is one of software watermarking technology that is very sensitive to the modification. It can detect any change to the program and determine the location of the change occurred, which can be used for digital authentication, tamper detection and localization. The basic idea of this paper is to identify the changes of PE file by taking full advantage of the vulnerability of software watermarking. Watermarking information is used to determine whether the PE file has been Watermark embedding: Firstly, the selected PE file is preprocessed by the above method. Secondly, the watermark is calculated. Then, the watermark is embedded into the PE file resource section.
Specific steps are as follows:
Step 1: Select PE file, and determine its effectiveness;
Step 2: Analyze the PE file resource section to determine whether it is feasible for embedding;
Step 3: Use the encryption algorithm SHA-1 to convert the PE file into a character string of 160 bits length as a watermark of the original PE file, denoted by M;
Step 4: Write the watermark M to the redundant fields of PE file resource section, and generate watermarked PE file.
Watermark extracting: The watermark can be extracted from the resource section based on the specific software algorithms by scanning PE file. Comparing the recalculate PE file watermark with the extracted watermark, the PE file can be determined not infected if it is consistent or infected on the contrary.
Main steps are as follows:
Step 1: According to the embedding algorithm, calculate the watermark M1 of the detected PE file.
Step 2: Extract the watermark M2 of PE file that is embedded in the resources section.
Step 3: Compare M1 with M2, if the results are the same, the PE file is not infected; otherwise, it has been infected.
Experiment Results
We implemented PE virus detection software algorithm based on fragile watermark. The experimental environment: Pentium 4 processor, 2.4 GHz frequency, 2G RAM, running Windows XP. Microsoft Visual C++6.0 software based on object-oriented is adopted to realize the detection system. The data sets include 100 normal PE files and 20 viruses (10 unpacked PE viruses and 10 packed PE viruses). The 100 normal PE files are from system folder in Windows, and the 20 viruses are collected from the website: http://vx.netlux.org.
The main goal of the experiment is to test the detection rate of viruses (known and unknown) and false positive rate of the normal program.
The errors are divided into two types, namely: (1) false negative (take the normal program as the virus; (2) false positive (take the virus program as the normal program).
The experimental results are shown in Figure 2 . The detection rate of the PE viruses is 96.3%. The false negative rate is 3.2%, and the false positive rate is only 3.4%. The results show that the detection effect of our method is very satisfactory. The traditional anti-virus technology is based on virus signatures, which is very effective for known virus detection. However, it cannot detect the virus deformation or unknown viruses because the virus signature database has not the appropriate signature. The basic idea of our method is to identify the changes of PE file by taking full advantage of the vulnerability of software watermarking. The unknown PE virus can be detected without running the executable file. The approach can detect directly the packed PE virus without the complex operations of unpacked, uncompressed and so on.
Conclusion
To effectively detect unknown and packed Windows PE viruses, software-watermarking technology is firstly used to detect unknown viruses in this paper. The basic idea of this method is to identify the changes of PE file by taking full advantage of the vulnerability of software watermarking, which overcomes the shortcomings of the traditional detection algorithm based on virus signatures database. The approach has a higher detection rate for unknown PE viruses, and can detect directly the packed PE virus without the complex operations of unpacked, uncompressed and so on.
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